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RECEIVED 

INTHECT.ATMg CENTRAL FAX CENTER 

Amend the claims as indicated below. 0£C 0 5 2006 

t 1 . (Cuirently Amended) A method implemented by a financial analysis 

2 system, tide method comprising: 

3 identifying multiple financial accounts associated with a use r, wherein tl] ^ 
multiple financial accounts ar e with a olmality of financial in>»t,ti,fi^r,c. 

5 presenting the user with a plurality of modes of oporation tha t , each of which can 

6 be associated with one of the nluralitv of finandf j institutions, w herein the user ha^ ^^^r 

7 authentication data for each of the plural ity of financial institutions, anri nnnh fin^tirini 
' woount» wherein the plurality of modes of oporation dofmo different trujt optjona for 
^ handling senaitivo data aasociated with the uso rw herein each mode directe the financial 

^0 analysis system to handle user authentica tion data received from the user in a anecififtH 
il manner, the modes comprising^ 

^2 a low trust mode that directs the financ ial analysis wstem to temp orarily 

13 uge the user authentication data recei ved from Ac user withouf storing the data: and 
aj)luralitv of higher tnist modes that each direct the financial analyfiic 

15 system to store the user authemication data: 

1 6 receiving a selection ofamode frnm the user for each of the multiple financial 

17 institutions; acpountoi whprf^in thr nnif^mtinn imn. nf ♦t^o phimlit^' of modco of opomtion; 

18 a»d 

associatmg a selected mode with each of th a plurality of financial institutions- 
st oring fmancial institution data for each of th e plurality of financial instimtion^. 
conH)risipg data which mav be u.sed to | i;« ^te and communicate with each of the p luralify 

22 of financial instimtiona; 

2^ storing the associated mnde<t; and 

24 handling the user authenticiitiotwR«.uii»«. data associated with each of the plurality 

25 gjfinancial institutions as h yaooount the user in oooordonco with an associated 

26 mod€ each time the financial analysis system accesses one o f the multinle finanr..%.i 

27 mstitutions on behalf of t^e n^ r ^^" rninntn,! .^n ,f . pf 1 . 1 ,,, j , m 
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I 2. (Currently Amended) A method a$ recited in claim 1 wherein the plurality 

^ of ^gher trust modes cptnprisffl a moderate tro^ mnA. * ^ dir^cte, th^ ^^r^ ^».u^ 
^ gystem to encrypt the user authentication dafa sy ^H < ^ the mcrvp r ^ authenti^tinn 
^ ^odM includq o low truot optio n for handlinfc aflnaitivo doto ocoooiatod ^dth the U3c^ 
^ ^ oojiiigurcd to rotrimrp flcorithro dnto from the uner oaeh time the uow 

^ raqwoto g ocn'ioo requiting tho scnoitive data . 

1 Claim 3 Canceled. 

1 4. (Currently Amended) A method as lecHed in claim 1 wherein the plurality 

2 of higher tnigt modes comprises a Mah tm^ i^ode that di«c« 5 the financial analY,. .i^ 

^ system to encrypt the user authentication data uaing two-way encryption, and store the 

4 mirypted user authentication d^trwunftpr innlnrin n h.-jri, t^.^f np^i^f, h nnilf n c ac n jitiTc 

^ data gggooiatcd with the uacr, the high truot option oonfigurcd to retrieve genoitivro data 

^ from the uaor and otoro tho scnoitivo doto in on onoryptod format for futmc vu» . 

1 Claims Canceled. 

1 6. (Currently Amended) A method as recited in claim 2_i wherein the 

2 moderate trus t m ode di r ects the fipancfal analv.sis system to encrypt the user 

3 authentication data using one-wav encrvp tinn plnrnHi^r nf ^.-.H^n .•^^i.,^^ ^ m ndr m t o t nut 
option for handling oonoitivo data ajpooiatcd ^^ith tho upcr, tho modorato tiujt opU u n 
g enfigured to rctriovQ fionniiivn rfntn frnm ,.r,»^ ^ ^^ ^^ j cnn itiT-c data in on 



5 



^ encryptod format uoing a paos^^rord kno^TO only to tho uoor . 
1 Claim 7 Canceled. 

1 8. (Cuiiently Amended) A method as recited in claim 1 further comprising 

2 ^socifltin8 . a 9sigMag a defeult mode ailt Lof operation to ea ch financial account if the 

3 user does not select a valid modeof operation. 



4 of 16 

PAGE8f2ll'OAT12l5l20(l(2:Mra[Easten)Stididardriine]'SVR:USPT^ 



12/05/2086 11:25 .14883421909 

Atfy. Docket No.: CSHE.P007 



CSG IP LAW 



PAGE 09/20 



Serial No. 10/044,289 



1 Claim 9 Pteviously canceled. 

1 10. (Currently Amended) A method comprising: 

2 identilying multiple financial accounts associated with a use r, wherein the 
^ BHltiple financial accounts are with at lea^ nn e financial ?n>ititii*.v.n; 

4 presenting the user with a low trust mode of operation t hat can be associated with 

5 the at least one financial jng^aaiQiiflfieegBt, wherein the low trust mode of operation 

6 comprises retrieving .tefejeves sensitive data jScom the user each time the user requests a 

7 service requiring the sensitive data.wherein th e sensitive data is required tn ««««« «f 
S least on^ fina ncial mstitution as the usef: 

9 presenting the user witfi a high trust mode of opomtion t hat can be associated with 

10 at least one financial iQstitutionaee<H»A wherBin th^ high tr-ict rr,^^ »f 

comprises storing in an encrypted fbrmat. remote fiom the at least one finanriat 

12 institutipn. ftggtwes soisitive data received from the user in on onor^'ptod format; 

13 receiving a selection fiwn the user indicating one of the low trust mode t we 

1 4 modes of oporotion and the high tmst mnda f ^r each of the multiple financial 

15 institutions a aoomitn ;-aa4 

storing, remote from the at least one financial institution, data identifying each nf 

^7 the multiple financial acc ounts, financial institution data for each of the at lea..;! on^ 

finaflcial institmions. and a selected mod e associated with each of the multip le finar^rfal 

19 institutions: 

2° receiving a reouest from t he user to access one of die at least one fi^ ^neial 

21 institutions: and 

22 in response, communicati ng whh the at least one financial institution, Rr^i\ 

23 handling the sensitive data received from the ikpt nnnn,.intr.ri ,.^th n , h fin nnci nl a ooo unt 

24 Ae-uscF-in accordance with the selected mode of operatio n associated with the finar^n-gi 

25 institution. 

1 11. (Currently Amended) A method as recited in claim 10 flirther comprising 

2 presenting the user with a moderate trust mode of operati u u tfaat can be associated with at 
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3 least one financial in§^tutionaeee««t. wheiein the moderate trust mode ^^pentiefi 

4 stores sensitive data fliom the user in an encrypted format using a password known to the 

5 user; and wherein receiving a selection from the user includes receiving a selection 

6 indicating one of the low trust mode^ th^ hi^ *„. 8t mode. anH t^^ moderate fni^ 

7 mode^hree modoo of opoiatioil for each of flie multiple financial institntionm ncnunte 

1 Claim 12 Previously canceled 

1 13. (Currently Amended) A method as recited ui claim 1 0 further comprising 

2 associating Qosiening a defauh trust modejgjfli t& each jBnancial institutionae enHHt ffir 

3 which the user does not select a valid mode. 

1 14. (Original) One or mote computer-readable memories contaming a 

2 computer program that is executabie by a processor to perform tihe method recited In 

3 claunlO. 

1 15. (Currently Amended) A method comprising: 

2 identifying multiple financial accounts associated with a use r, wherein the 

3 multiple financial accou nts are with a plwalitv of financial institutions: 

4 presenting the user with a moderate trust mode of op o rotion that can be associated 

5 with at least one of the plurality of finanrial institutionsa eeeHfrt, wherein the moderate 

6 trust mode opemtion comt?rises the storiny r of />tem^^pn^;tiv^ data fipm the user in an-g 

7 one-way encrypted format remote from Hie plur glltv of financial institutions, using a 
S password known to the user; 

9 presenting the user with a high trust mode of operation t hat can be associated with 

10 at least one of the plurality of finanrial i n stitutjons fin ancial aoorwint wt»»«>m fh^ high 

I ) trust mode of opcgution comprises storin p rp«nnf«. from the plurality of financial 

12 institutions, steses-sensitive data reeeived-from the use r in a two-wav enervp te^ format; 

1 3 receiving a selection from the user indicating one of the moderate trust mode and 

1 4 jhQ high trust mode tw o modoa of opomtioa f or each of the plurality of financial 
1^ institution sm ultipic fitmnrinl nntunntyij - and 
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16 handling sensitive data associated with each financial account gf the use r at the 

17 fma^ial institution in accordance with the selested mode e^pemtio nM Soeiated ivith thf. 

18 financial in^tt itution . 

1 16. (Origitial) One orniorc computer-readable memories containing a 

2 computer program that is executable by a processor to perfomi the method recited in 

3 claim IS. 

1 17. (Currently Amended) A method comprising: 

2 identifyii^ multiple financial institutions finonoial oooounto aosoo ia tod >vith -aat 

3 a^idia use rJias financial account^- 

4 presenting the user with a moderate trust mode of oporationt hat can be associated 

5 with at least one of the multiple financial institutionsl aMnciiiJ ooooimt . wherein the. 

6 moderate tnist mode of oporation c omprises storing, remote from the multiple financial 

7 ingtjljutions, sterea-sensitive data fix>m the user in an encrypted format using a password 

8 known to the user; 

9 presenting the user with a low trust mode of op e ration t hat can be associated with 

10 at least one of the mult iple financial institutionsfi tt ancial aoomintj whprpin tha inw tmct 

1 1 mode of operation comprises the fmandal analysis system retrieving r Btriwon n enRitiva 

12 data from the user each time the user requests a service requiring the sensitive data; 

1 3 receiving a selection fixjm the user indicating one of the moderate trust mode and 

14 the low trust mode two modea of operation f or each of the multiple financial 

15 institutiqns financin i n eettMTrt»;-iMMi 

1^ storing data identiiVincf e ach of &e multiple financial accounts, financial 

17 institution data for each of the at least o ne financial institutions, and a selected trust mode 

18 associated with each of th e muhinle financial institutions: 

19 receiving a request fiom th e user to access one of the multiple financial 

20 institutions: and 

^1 in response, conununicat ine with the financial institution, and h andling senwtivff 

22 data associated with each financial account of the user at the financial institution i n 

23 accordance widi the seleeted mode of opcmtio na ssociated witfi the finan^ ^'al tti5»titirti^fi 
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1 1 8. (Original) One or more computer-readable memories containing 

2 computer program that is executable by a pxx>cessor to perfbim the method recited 



a 

in 



3 claim 17. 



1 19. (Currently Amended) One or more computer-readable media having 

2 stored thereon a computer program that, when executed by one or more processor, 

3 causes the one or more processors to: 

4 identify multiple financial accounts associated with a use r, wherein the multip Fe 

5 financial accounts are with a plurality of financial institutions : 

6 present the user with a plurality of mode sof operation tha t , each of which can be 

7 associated with one or mor e of the plurality of financial institutions, e ach fiTinnQinl 

8 .fleeerot, whotoin tfio plurolity of modoo of operation define different truist options for 

9 handling DonGiti^re data ogpooiatod with the uce r whetein each mode directs a server 

10 remote fi-om the pluralit y of financial institutions to handle the sensitive data in a 

11 patticulai manner, and wherein the sen sitive data comprises user login data used to access 

12 accounts online at one o f the plurality of financial institutions : 

1 3 receive a selection ofa mode from the user for each of the multiple financial 

1"^ it^titutioncf rtr n n i i ntr^ ivh p mm tiin naii.r»i^n|^ pf ^p^p plurality of modcj of opo r oti o n; 

1 ^ and 

1^ associate a gglgcted mode with each of the mulrinle financial institutions: 

17 store. 

fmancjal institution data for each of the oluralitv of financiAl il1>rtif,rt}l^n^ 

c omprisinR data which mav be used to locat e and commiinfeate with the nliiralitv 

20 financial institutions; 

21 data identifying the mnlti ple financial accounts: and 

22 the assoeiflli ed modes: 

23 p»ee99>^dle 1}^^ sensitive data associated with each of the plurality nf fina ^rf 

24 iTmitwtioq? finonoifll oooount the user i n accordance with an aaaoeiated mode each time 

25 the user accesses one of the plurality of financial insritutinn^t ha floinntnH twn^r. r,f 
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1 20. (Currently Amended) One or more computer-readable media a$ recited in 

2 claim 19whereintheplurBlityofmDdesefepe«^ii«:l«dealowtrusti^ 

3 handling sensitive data associated .vith the user, the low trust mbde^pW configured to 

4 retrieve ti!£.sensitive data from the user each time the user requests a service requiring the 

5 sensitive data. 



1 21. (Currentiy Amended) One or more computer-readable media as recited in 

2 claim 20 wherein the low trust aagde ep^ does not persistently store ths.sensitive data 

3 after the requested service requiring the sensitive data is complete. 

1 22. .(Currently Amended) One or more computer-readable media as recited in 

2 claim 19 wherein the plurality of modes of oparation i nclude a high trust modce p^for 

3 handling Uitsensitive data associated with the user, the high trust in24e.ep^ 

^ cottfieurod to rctrievo^omprising retriR vm^^ sensitive data from the user and storing 

5 st««^e sensitive data in aa -.atwo-way e na-ypted format 

1 23. (Currently Amended) One or more computer-readable media as recited in 

2 claim 1 9 wherein the plurality of modes of operation i nclude a moderate trust mode 

3 eplieft-for handling the.sensitive data associated with the user, the moderate tmst mode 

4 eptioH-configured to retrieve the sensitive data from tiie user and stoie the sensitive data 

5 in ^ a pge-vyfty encrypted format using a password known only to the user. 
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